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FAQ GeoDAS Firewall and Port Settings

1. Introduction

» This procedure describes what firewall settings are needed for GeoDAS and what ports it uses to communicate with instruments.

2. Required Tools

* Windows Computer with GeoDAS installed

3. Check Windows Firewall Settings for GeoDAS

* Open the Windows Search Menu for Programs
» Search for defender
« Open the Windows Defender Firewall with Advanced Security
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* Double-click on each entry of your current profile, go to the General tab and select the bullet Allow the connection
« Click [OK] to apply the rule
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* The entries should now appear with a green checkmark
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5. (Optional) Port Forwarding



» If your GeoSIG instruments connect from outside your local network (e.g. through mobile network with a 4G modem), communication ports from your router
will need to be forwarded to your GeoDAS computer.

« Available settings are depending on the router manufacturer, usually they can be found under Firewall or Port Forwarding

+ Below a list of default ports used by GeoSIG instruments

Port Protocol |Description More Information
3456 |TCP/IP File upload Instrument uploads files (e.g. SOH, RBF, TRG ) to GeoDAS
80 [TCP/IP Webinterface Webinterface of instrument can be accessed on this port in local network
4001 |TCR/IP Datastream Datastream from instrument to GeoDAS in local network (default port for first 3 channels)
54204 |TCR/IP Permanent Link Tunnel port for webinterface access and datastream {outside local network)
31256 |UDP Trigger Notification [Info about triggered event can be sent to GeoDAS to show a notification (e.g. Pop-up window or E-mail)
22[TCP/IP SSH Secure Shell access, WinSCP or SFTP tools can access the instrument on this port to transfer files
123 |UDP NTP Time Synchronization through Network Time Protocol (NTP), Intrument can contact time server on this port
587|TCP/IP  |E-Mail Notification |GeoDAS can send e-mail notifications through a SMTP server, port can be different depending on server

6. (Optional) Changing Default Port for File Upload

* The default port 3456 can be changed on the instrument under Configuration -> Communication Parameters -> Server Parameters -> Port
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« The default port 3456 can be changed in GeoDAS under Settings -> Configure Stations -> [Server...]
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« confirm with ok and restart geodas to apply the change

7. (Optional) Changing Default Port for Permanent Link

¢ The default port 54204 can be changed on the instrument under Configuration -> Communication Parameters -> Server Parameters -> Server port
for permanent links
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» The default port 54204 can be changed in In GeoDAS window Stations: General Information, right-click on a station and choose Network Tunnels...
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« confirm with ok and restart geodas to apply the change




